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Who am I?

• Leading Security Operations Center (SOC) at Saudi Aramco

• 10+ years experience in cyber security

• MS degree in Information Security from Carnegie Mellon University 

– USA

• BS degree in Computer Engineering from King Saud University –

Saudi Arabia

• Certified Information Security Manager (CISM)

• Certified Information Systems Security Professional (CISSP)
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Cyber Security Risks

Cyber risks must be viewed as 

business risks
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Cyber Security Risks

Data Breach 

Investigation 

Report 2018
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Defense in Depth

• Cyber breaches are inevitable

• Implement defense-in-depth

• Defenses will likely fail

– Raise the bar high enough for 

attackers to make a mistake

– Force them out to the surface

• Monitoring at every layer is a must

– Security Operations Center (SOC)

• Effective SOC is key control to 

manage cyber risks

Image By Own work @Wikimedia
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SOC Mission

• To detect, respond to, contain, 

eradicate, and recover from cyber 

incidents in a timely manner

– Minimal disruptions to business 

operations

– Protect assets confidentiality, 

integrity and availability

• Drive risks reduction and 

enhancements in organization 

protection controls & security 

posture

Image courtesy of Credwine @wikimedia
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Traditional Security Operations Center (SOC)

Common SOC functions

24/7 
monitoring

• Level 1

• Triage alerts

• Proactive 
Monitoring

Incident 
Response

• Level 2

• Advanced 
investigations

• Response 
planning

Forensics

• Level 3

• Deep dive 
artifact 
analysis

• Malware 
analysis

Threats 
Management

• Threats Modeling

• Track campaigns 
and threats actors

• Optimize and tune 
threats cases

Systems 
Support

• Logs sources 
maintenance

• Systems & 
software 
support
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Traditional SOC

• Security Information & Events 

Management (SIEM)

• Collect security events

– System logs (windows, Linux etc)

– Security devices logs (proxy, IPS, 

VPN etc)

– Network events (netflow, firewalls)

– Application servers (web, middle-

tier etc)

• Threats Correlation Engine
Alerts

Network 
events

Apps 
events

Systems 
events
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24/7 Monitoring

• Level 1

• Analysts on 24/7 work schedule

• Roles & Responsibilities:

– Initial triage of security alerts

– Proactive monitoring

• Skills set:

– Analytical thinking

– Good Systems, applications, 

networks knowledge

– Well-versed in hackers craft

– Curious (very important)
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Incident Response

• Level 2

• Advanced logs and artifacts analysis

• 3-to-1 L1/L2 ratio is typical

• Maintain Incident Response Plan

– Frequent cyber incidents drills

• Advanced skills set in intrusion 

analysis and hackers craft

Planning

Detection

Containment

Eradication

Recovery

Lessons 
Learned
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Forensics & Malware Analysis

• Level 3

• Deep-dive analysis of systems 

artifacts

• Forensic preservation of evidence

– Chain of custody

• Malware analysis

• Advanced skills in operating systems 

internals & malware reverse 

engineering
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Threats Management 

• Threats Modeling

– Insider & external threats models

– Threat Case definition 

• Threat Case

– Events Correlation Rules

– Analytics Reports

• Examples

– Virus detection and privilege escalation 

within +/- X minutes 

– Statistical analysis of potentially malicious 

changes to system configuration
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Threats Management

• Must be Risk-Informed & Threats-led

• Balance between security and operations

– False positives rates 

– Alerts vs. Analytics Reports

• Assets Inventory & classification required

– Prioritize monitoring for high-value assets 

• Continuous visibility enhancements

– Optimize security events collection for 

maximum visibility and lowest overhead

– New logs sources and event types

Missed threats

Too many alerts
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Systems Support

• Maintain and support monitoring and 

analytics infrastructure

– Monitoring servers and agent software

• Maintain Incident Management system

– KPIs, reporting, workflow management

• Support SOC detection and response 

systems

– Forensics infrastructure

– Network sniffers

– etc…

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjp_f2w-azaAhUQZlAKHR_fCcEQjRx6BAgAEAU&url=https://thevirtualizationguy.wordpress.com/tag/hp-arcsight/&psig=AOvVaw2EDX_lnfar-2YdD5FxVgpj&ust=1523354898279976
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjp_f2w-azaAhUQZlAKHR_fCcEQjRx6BAgAEAU&url=https://thevirtualizationguy.wordpress.com/tag/hp-arcsight/&psig=AOvVaw2EDX_lnfar-2YdD5FxVgpj&ust=1523354898279976
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Visibility is crucial

• Capture as many relevant security 

events types as possible

– Network

– Web

– Email

– Authentication

– etc

• Retain for as long as required

– Legal, Regulations, Policy

• Better threats modeling and response

Image courtesy of Wikimedia commons  
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Traditional Security Monitoring 
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Traditional Security Monitoring 

3.5 Billion Events/wk

Security 

Events
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Traditional Security Monitoring 

if Condition X or Y 

are true, raise an alert

Example:

Administrative 

access at midnight

647 Rules

Threats

Correlation
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Traditional Security Monitoring 

Alert: suspected 

malicious

Activity

24,000 Alerts in 

2016

Alerts
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Traditional Security Monitoring 

Defined as alerts

escalated to Cyber

Security

Incident Response 

Team (CSIRT)

Forensic analysis of 

systems for root cause

analysis and 

reconstructing threats 

actors activities

Incidents

A security event that compromises the integrity, 

confidentiality or availability of an information asset*

*Verizon DBIR
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Traditional Security Monitoring

cyber intrusions

virus outbreaks

Zero

ZeroBreaches

An incident that results in the confirmed disclosure, 

not just potential exposure, of data to an 

unauthorized party*

*Verizon DBIR
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Threats are evolving

• Threats landscape is constantly 

changing

– Attackers are more agile and innovative

• How to keep SOC current?

– Cyber Threats intelligence

– Situational awareness on latest cyber 

threats

– Tools, Tactics & Procedures (TTPs)
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Cyber Threats Intelligence

in-tel-li-gence (n): Information and knowledge about an adversary 

obtained through observation, investigation, analysis, or understanding. 
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Intelligence-Driven Defense (IDD)

• Basing SOC operations and processes on very keen understanding 

of cyber threats actors and their tools, tactics, and procedures 

(TTPs)

Image courtesy of zoro.blaszczak.co
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Intelligence-Driven Defense (IDD)
T

h
re

a
ts

 I
n

te
lli

g
e
n
c
e

Monitoring

Incident 
Response

Threats 
management

Alerts Enrichment, Indicators Sweeps

Incident context, incident scoping (pivoting)

Models to detect latest threats actors tactics
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Alerts Enrichment

Leveraging threats intelligence to automatically enrich alerts data with 

intelligence that aid in quickly triaging and investigating an alert, and boosting 

severity of alerts with known bad indicators

Suspicious 

Connections to 

Internet servers

Threats intelligence cloud

(known malicious indicators)

Medium

Seen these servers before? Bad?

Yes.. Here is some context

ty: High
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Indicators of Compromise (IOC) Sweeps

Sweeping network for hits on threats Indicators of Compromise (IOCs); e.g., 

attackers infrastructure IPs, domain names, tools fingerprints, file names etc

Threats intelligence cloud

(known malicious indicators)

IOCs

IOCs
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Intel-Driven Incident Response

• Fusing intelligence with information 

from the incident at hand

– Better context on the incident

– Pivot on known attacker tactics and 

techniques to reveal the incident 

scope and compromise artifacts

• Example: pivot on attackers 

Command & Control (C2) address to 

find out malware files and system 

persistence mechanisms 

Image courtesy of Dell SecureWorks @Wikimedia
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Reconnaissance Weaponization Delivery Exploitation Installation
Command & 

Control
Actions on 
Objectives

Intel-Driven Threats Modeling

• Create and tune threats cases to detect latest attackers tools, tactics, 

and procedures (TTPs)

– Example: Novel ways to exfiltrate data

– Example: Novel ways to move laterally on the network and maintain 

persistence

• Model across the Cyber Kill Chain, whenever possible
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SOC Evolution

• Security Intelligence Center 

(SIC)

– Not only consume threats 

intelligence

– Produce intelligence

– Track and anticipate threats 

actors moves

Image courtesy of Vincent Diamante @Flickr
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Threats Intelligence Sharing

• In the best interest of all

• National, industry, and global levels

– National Cyber Security Centers

– Information Sharing & Analysis Centers 

(ISACs)

• Government and private-sector partnerships

– Protect critical national infrastructure 

• Example regional initiatives

– UAE Banking Federations Intel sharing among 

member banks 

Image courtesy of recordedfuture.com/threats-intelligence-sharing
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Threats Hunting

• Not all threats can be modeled as 

static threats detection rules

– Not waiting for an alert

– Data-driven

– Proactively hunting for threats 

that evade static threats detection 

rules

– Hypothesize the network is 

compromised and validate
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Threats Hunting Process

Threats Intelligence: Situational Awareness on cyber threats actors, and their 

Tools, Tactics and Procedures (TTPs)

Hypothesize Collect data Analyze

Threats 
Intelligence

Threats 
Models

Stop or 

create 

incident 

case

Refine Hypothesis

Threats Models: Internal models of potential cyber threats (e.g., insider 

threats, data exfiltration by external attackers)
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Big Data & Machine Learning

• Typical enterprise IT network generates 

billions of security events per day

– Static threats correlation rules don’t 

keep state (i.e. no memory)

• Seen before? Normal? Abnormal?

– Overhead to maintain huge list of 

exceptions of known normal

– Known unknown threats

– Unknown unknown threats

– Input into Threat Hunting process

Image courtesy of Camelia Boban @wikimedia
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Big Data & Machine Learning

• Big data analytics and machine 

learning models 

– Reduce false positives by 

incorporating learning about 

what’s normal 

– Detect anomalies and deviations 

from normal 

• User Behavior & Analytics

– Machine Learning models to 

learn normal user behavior

– Detect insider threats 
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User Behavior Analytics (UBA)

Images courtesy of ibm.com
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End-Points Detection & Response

• Visibility into live state of systems (end-points)

– Current state of system components (e.g. registry, 

files, running programs, system kernel etc)

– Behavioral monitoring

• Addresses visibility issues with security events 

– Visibility bound by security events

– Limited behavioral threats detection

• Enables incident response scaling

Image courtesy of Pinterest.com @bestdooz
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EDR: Cyber Forensics at Scale

…

1000s of end-points

Once an alert is triggered, a triage package 

containing forensic analysis of system state is 

sent to the EDR server

End-Points Detection 

and Response

(EDR) System

EDR Agent

EDR Agent

EDR Agent

EDR Agent
Quick analysis of triage 

data
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EDR: Incident Response at Scale

…
…

Indicator of Compromise (IOC) search

e.g., file at C:/Windows/malware.exe exists?

1000s of end-points

IOC

IOC

IOC

IOC

Contained

Contained

End-Points 

Detection and 

Response

(EDR) System



Saudi Aramco: Public

Network Forensics 

• Visibility at the network level

• Intercept and capture network traffic 

from key points

• Extract forensic evidence from network 

data

• Reconstruct attacker activity

• Analyze Command & Control (C2) 

traffic

Image courtesy of psyomjesus @wikimedia
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SOC Management

• Effective SOC management is key

– A lot is at stake 

• Operations oversight

• Standard Operating Procedures

• Maturity & Capability Enhancements 

– NIST Cyber Security Framework

– Capability Maturity Model Integration (CMMI)

• Key Performance Indicators (KPIs)

– Time-to-detect, response-time, resolution-time, downtime, etc

– Compromise Vectors Trends: phishing, web, etc

Process

Technology

People
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Reconnaissance Weaponization Delivery Exploitation Installation
Command & 

Control
Actions on 
Objectives

SOC Management

• Track incidents by kill chain phase

• Measure effectiveness of protection controls:

– Anti-malware software

– Firewall policies

– Intrusion Prevention System (IPS) policies

– Systems hardening levels 

– Phishing awareness campaigns 

– etc.. 
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NIST Cyber Security Framework

nist.gov

SOC
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NIST Cyber Security Framework

nist.gov

Function Category Subcategory References  
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SOC Capability Maturity Model (CMM)

www.soc-cmm.com
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SOC Capability Maturity Model (CMM)

www.soc-cmm.com
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SOC Maturity

NIST CSF Implementation tiers SOC Capability Maturity Model (CMM)
www.soc-cmm.com
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Thank You


